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Note:  1.This question paper contains two parts A and B. " :13:;.”; gt
2. Part A is compulsory which carries 20 marks. Answer all questions in Part A‘!;' o ;’i,’

3. Part B consists of 5 Units. Answer any one full question from each unit w "jc .gan;ics"iOM.
4. Each question carries 10 marks and may have a, b, ¢, d as sub questions. h ’j T

Part-A A !
All the following questions carry equal marks any, © (10x2M=20 Marks)
1 Write the functions of HTTP protocol. i
2 In SSL and TLS, why is there a separate change cipher spe¢ protocol, rather than including
change cipher spec messagetin the handshake pf@tqbql?’

3 Define an extended service set. g | [ Y
4 What is the basic building block of an 802.1 1 WLAN?
5 What are two common techniques used to protect a password file?
6 What is the role of compression in the operation of a virus?
7 List three design goals for a firewall, | |
8 Why is it useful to have host-based fitewalls?
9 Draw the SNMP architectu:feiz%i--, .
10 Give the SNMPv3 Applications;/'
; 4:.'._ i Part-B
Answer All the following questions. (5X10M=50Marks)
IT A, List and briefly def"lrié‘the parameters that define an SSL session connection. M
B. Explain SSL Record protocol in detail, M
poithyl OR
12 A.List and briefly define the SSH protocols. M
B. :Discfus"sr Connection Initiation and Connection Closure in HTTPS. 5M
oo & afl it 4
I3 il A, Briefly describe the four IEEE 802.11; phases of operation. 5M
B. What is the difference between an HTML filter and a WAP proxy? 5M
OR
14 A. List and briefly define the security services provided by WTLS 5M
B. Describe three alternative approaches to providing WAP end-to-end security. 5M
15 A. What metrics are useful for profile-based intrusion detection? 5M
B. List and briefly define four techniques used to avoid guessable passwords. SM
OR
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16

17

18

19

20

A. How does behavior-blocking software work?
B. Describe some worm countermeasures.
A. List four techniques used by firewalls to control access and enforce a security policy.
B. What is the difference between a packet filtering firewall and a stateful inspection
firewall?

OR
A. What are the common characteristics of a bastion host?
B. What is the difference between an internal and an external firewall?

e
A. Describe SNMP Protocol Specifications in detail. | ‘75.
B. Write short notes on Intellectual Property. o Skt
OR ()
A. Explain SNMPv3 architeeture and Management Information Base. ::fﬂjj; i
B. Briefly explains Ethical Issues. iiij ¥ g
l iéi Sl
Hpplpet?
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